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Problemset

OSecurityvulnerabilities
UDoSexploits

LOXSSexploits
HOWell-cateredor on packagesideby audit-packages
USecurityAdvisorieshaveto carryinstructionsto update




‘Otherapproaches

OwWindowsUpdate

ORPMs
OBy hand

UPrayer
Oluck




‘Otherapproache{?)




‘Helpisathand...




~Thebuilding blocks

Upackagenamingconventions
Haudit-packages
Opkg-vulnerabilities
Osignedpackages




Packagaamingconventions

UA consistenhumberingscheme
ODewey-decimal-styleumbering
OAlpha

OBeta
ORelease€Candidate
OPatch-level
OLetters
ONetBSDVersion




‘audit-packages

A file is maintainedon ftp.netbsd.org
UThepkg-vulnerabilitiedile

Udownload-vulnerability-listownloadghe pkg-vulnerabilitiedile
Haudit-packagescangheinstalledpackage®nthe system




Thepkg-vulnerabilitiedile




‘Audit-packagesn operation




Digital Signing




Digitally-signedpackages

HOProvenancef apackagas assured
L Externalvs. Internalsignatures

U Externalsignaturesn pkgsrcsinceSeptembeR001
LBasedongpg

OAutomaticallyinvokedby pkg _add(1)

UBinary packagesanbetransferredyy insecuranedia




Installingadigitally-signedpackage




TheNetBSDUpdateSystem

OProvidethefunctionality of WindowsUpdate
UDigital signaturedo verify the provenancef packages

O Transferbinary package$y insecuremedia
OCheckif anupdatehasalreadybeeninstalled
D Preservereviousfiles for "rollback™




Pre-requisite$or NetBSDUpdate

ONetBSDpackagingoolsinstalled
Upkgsrc/security/gnupgackage
Upkgsrc/pkgtools/pkg_tarupackage




‘Stagesn NetBSDUpdate

ONotification thatupdatesareavailable
UDownloadthe updates

Ulnstallthoseupdates




‘WindowsUpdate

OSiteDoS measuregarlyin 2004
Ulntegratedn thebasesystem

HCheckpointsn the operatingsystem




'OtherUpdateSystems

LNot to chargefor them
DQuick turnaroundor exploits




‘Stagesn NetBSDUpdate

ONotification thatupdatesareavailable
UDownloadupdatedile via ftp(1)

UDownloadupdatesandsignatures

HCreate'rollback” binary packageof anyexistingfiles

OAttemptto install packagewia a sighedpkg_add

HOptionto acceptor rejecthere,dependingiponpackage'signature




Applicability of anUpdate

OEithera computerns vulnerableto anexploit, or not
OUpdatelist hasOS, versionandarchitecturdriplet

OCanannouncerulnerabilityevenif nofix is available
U(Operatingsystemyersion,architecturejriplet




Vulnerabillity

LA packagecaneitherbeinstalledonacomputeror not
Upkg_info(1)canbeusedto tell if anupdates installed

UIf not,thecomputens deemedo bevulnerable andneedgsheupdate
applied

OA similar sequencéo theaudit-packagescript




Downloading

UDownloadcomponentwia ftp(1)
HSecurityis not presentn thetransfer




Theupdate-listile




‘Componentsvhicharedownloaded

Obinary package
Ubinarypackageadetachedsignature
Urollback packageDESCRTfile
UrollbackpackagePLIST file




Checkpoints

O Systemcheckpointfacility on Microsoft Windows
URollbackbinarypackagesndrecovery




Installingthe Update

OWindowsUpdateallows unattendednstallationof updates
UNetBSDUpdateuses

pkg_add-sgpgupdate-name

UProvenancenformationvia gpg




'Aspectsof updating

HOChangedo configurationfiles
UChangedo kernel




Creatinganupdatepackage

LSpecialpkgsrcentryis provided
OModify PLIST andDESCR
UFilestakenfrom arunningsystem
UBinary packagas signedby

gpg--sign--detach${PKGNAME}




TemplatepkgsrcMaketile




Implications

Hanupdatecanbe backedout andreplacedoy previouscontents
Hlessonusfor securityinstructionsin securityadvisories

Hdigital signatureprovenanceeeddo bekick-started
HrelianceuponGPLedcodein a BSD utility




‘Who canuseit?

HOAnyoneusingthe NetBSDPackages€ollection
LUNot necessaril\NetBSD

UNotification featureadvisesvhenupdatesareneeded




‘pkgsrcplatiorms

OAIX
UBSDOS

ODarwin
OFreeBSD
OIRIX
Clnterix
OLinux
[INetBSD
HOpenBSD

OSunOS
OUnixWare




Extensibility

HSun'spatchsystemorganisation
LANy operatingsystemyou wish to support




‘Who shoulduseit?

HOAnyonewho is seriousaboutsecurity




‘Who shoulduseit?

HOAnyonewho is seriousaboutsecurity




‘NetBSDUpdatein Action (1)




‘NetBSDUpdatein Action (2)




‘NetBSDUpdatein Action (3)




‘NetBSDUpdatein Action (4)




‘NetBSDUpdatein Action (5)




'NetBSDUpdatein Action (6)




‘NetBSDUpdatein Action (7)




FutureWork

Hreplacegpgwith BSD-licensedool
Unewpkgtoolscanuseaninternaldigital signature

Ubundledownloadedcomponentsogetheper-update?




Statusof Work

Ulnfrastructuras installedon ftp.NetBSD.org
ONetBSDpkgsrcentryfor netbsd-update

ONetBSDpkgsrcentryfor building anewupdatepackage




TheEnd




Any Questions?

Alistair G. Crooks
agc@netbsd.org

agc@pkgsrc.org
TheNetBSDProject

Personal
self@alistaircrooks.com
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Contactdetalls
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