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 Problem set
 

  Security vulnerabilities
  DoS exploits
  XSS exploits
  Well-catered for on packages side by audit-packages
  Security Advisories have to carry instructions to update
 



 Other approaches
 

  Windows Update
  RPMs
  By hand
  Prayer
  Luck 



 Other approaches (2)
 

 
 



 Help is at hand...
 

 
 



 The building blocks
 

  package naming conventions
  audit-packages
  pkg-vulnerabilities
  signed packages
 



 Package naming conventions
 

  A consistent numbering scheme
  Dewey-decimal-style numbering
      Alpha
      Beta
      Release Candidate
      Patch-level
      Letters
      NetBSD Version 



 audit-packages
 

  A file is maintained on ftp.netbsd.org
  The pkg-vulnerabilities file
  download-vulnerability-list downloads the pkg-vulnerabilities file
  audit-packages scans the installed packages on the system
 



 The pkg-vulnerabilities file
 

 
 



 Audit-packages in operation
 

 
 



 Digital Signing
  
 

 
 



 Digitally-signed packages
 

  Provenance of a package is assured
  External vs. Internal signatures
  External signatures in pkgsrc since September 2001
  Based on gpg
  Automatically invoked by pkg_add(1)
  Binary packages can be transferred by insecure media
 



 Installing a digitally-signed package
 

 
 



 The NetBSD Update System
 

  Provide the functionality of Windows Update
  Digital signatures to verify the provenance of packages
  Transfer binary packages by insecure media
  Check if an update has already been installed
  Preserve previous files for "rollback"
 



 Pre-requisites for NetBSD Update
 

  NetBSD packaging tools installed
  pkgsrc/security/gnupg package
  pkgsrc/pkgtools/pkg_tarup package
 



 Stages in NetBSD Update
 

  Notification that updates are available
  Download the updates
  Install those updates
 



 Windows Update
 

  Site DoS measures early in 2004
  Integrated in the base system
  Checkpoints in the operating system
 



 Other Update Systems
 

  Not to charge for them
  Quick turnaround for exploits
 



 Stages in NetBSD Update
 

  Notification that updates are available
  Download updates file via ftp(1)
  Download updates and signatures
  Create "rollback" binary package of any existing files
  Attempt to install packages via a signed pkg_add
  Option to accept or reject here, depending upon package's signature
 



 Applicability of an Update
 

  Either a computer is vulnerable to an exploit, or not
  Update list has OS, version and architecture triplet
  Can announce vulnerability even if no fix is available
  (Operating system, version, architecture) triplet
 



 Vulnerability
 

  A package can either be installed on a computer, or not
  pkg_info(1) can be used to tell if an update is installed
  If not, the computer is deemed to be vulnerable, and needs the update 

applied

  A similar sequence to the audit-packages script
 



 Downloading
 

  Download components via ftp(1)
  Security is not present in the transfer
 



 The update-list file
 

 
 



 Components which are downloaded
 

  binary package
  binary package detached signature
  rollback package DESCR file
  rollback package PLIST file
 



 Checkpoints
 

  System checkpoint facility on Microsoft Windows
  Rollback binary packages and recovery
 



 Installing the Update
 

  Windows Update allows unattended installation of updates
  NetBSD Update uses
 

                 pkg_add -s gpg update-name
 

  Provenance information via gpg
 



 Aspects of updating
 

  Changes to configuration files
  Changes to kernel
 



 Creating an update package
 

  Special pkgsrc entry is provided
  Modify PLIST and DESCR
  Files taken from a running system
  Binary package is signed by
 

                 gpg --sign --detach ${PKGNAME}
 



 Template pkgsrc Makefile
 

 
 



 Implications
 

  an update can be backed out and replaced by previous contents
  less onus for security instructions in security advisories
  digital signature provenance needs to be kick-started
  reliance upon GPLed code in a BSD utility
 



 Who can use it?
 

  Anyone using the NetBSD Packages Collection
  Not necessarily NetBSD
  Notification feature advises when updates are needed
 



 pkgsrc platforms
 

  AIX
  BSDOS
  Darwin
  FreeBSD
  IRIX
  Interix
  Linux
  NetBSD
  OpenBSD
  SunOS
  UnixWare 



 Extensibility
 

  Sun's patch system organisation
  Any operating system you wish to support
 



 Who should use it?
 

  Anyone who is serious about security 



 Who should use it?
 

  Anyone who is serious about security 
 

 
 



 NetBSD Update in Action (1)
 

 
 



 NetBSD Update in Action (2)
 

 
 



 NetBSD Update in Action (3)
 

 
 



 NetBSD Update in Action (4)
 

 
 



 NetBSD Update in Action (5)
 

 
 



 NetBSD Update in Action (6)
 

 
 



 NetBSD Update in Action (7)
 

 
 



 Future Work
 

  replace gpg with BSD-licensed tool
  new pkg tools can use an internal digital signature
  bundle downloaded components together per-update?
 



 Status of Work
 

  Infrastructure is installed on ftp.NetBSD.org
  NetBSD pkgsrc entry for netbsd-update
  NetBSD pkgsrc entry for building a new update package
 



 The End
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